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__________________________
Geoff Nicoll 
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The RNG uses a well-known algorithm to generate random numbers. The numbers generated by this 
RNG have passed Marsaglia's "diehard" tests for statistical randomness. 
iTech Labs has also evaluated shuffling for Single deck (without joker) for card games. 
The shuffling tests were conducted on large enough samples to give the calculations sufficient statistical 
power. 
iTech Labs has found that the card sequences are unpredictable, non-repeatable and uniformly 
distributed. 
The certified code for the RNG has been fingerprinted. 

 Click here to view the Original iTech Labs Certificate. 

Signed: Signed: 

*The RNG was tested according to the UK Remote Gambling and Software Technical Standards February 2026 and
the Testing Strategy for Compliance with Remote Gambling and Software Technical Standards February 2026. 

Disclaimer.
While it is not possible to test all possible scenarios in a laboratory environment, iTech Labs has conducted a
level of testing appropriate for a component test of this type. 

Note:
This RNG certification is limited only to the software module for generating random numbers. The certification includes 
scaling/shuffling of numbers used by the games, but it does not include evaluation of game rules or payouts. Games require 
separate certification to ensure game fairness. It is the responsibility of the operators and relevant regulatory bodies to 
ensure that the certified code is used in production and that adequate monitoring and audits are conducted. 

https://www.acehighpoker.net/
https://www.acehighpoker.net/
https://www.acehighpoker.net/
https://xn--2o2b17vu7gg9eb6e.com/
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Table 2: SHA-1 Signature of executables

2.3 Critical Components of RNG

Table 1: SHA-1 Signature of RNG source files 

1,906

1,906 

Size (bytes) 

Size (bytes) 

SHA-1 

SHA-1 

3b4b109abe3ad5b15a6bd42922754adf75a6b323  

3b4b109abe3ad5b15a6bd42922754adf75a6b323 

 Details 
 1
 The RNG has not been previously certified.
 Fortuna
 Indeterminate (not expected to repeat due to the continuous addition of entropy into 
 the system).
 32 bits 

 Seeded using SHA512 of system time in milliseconds.
 Reseeded periodically as part of the Fortuna algorithm (no adverse effect on RNG 
 randomness).

 The RNG uses the library “javascript-fortuna” from the nodejs npm repository 
 “https://www.npmjs.com/package/javascript-fortuna”. Hence this RNG certification is 
 restricted to nodejs npm repository version 1.0.10.
 Linux 
 Platform supplier hosting the RNG: AceHigh Private Limited 
 Platform version hosting the RNG: N/A 
 Refer to Section 2.3 Critical Components of RNG Table 1 and Table 2 below for the list 
 hashes of source code files and binaries (if applicable) of the RNG. 
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7. 

8.

9.

1. 

2. 

N

No
4.
5.
6. 

14. 

10. 

11. 

12. 

13. 

File Name 

File Name 

Reseeding 

2.4 Scope of Testing 

Description
RNG build number
Superseded RNG
RNG algorithm 

Operating system 

2.2.2 Hardware Details

Not Applicable, software RNG. 

Files and SHA-1 hashes 

Environmental particulars 

Library name and version 

Period of algorithm

Dimension of numbers from 
algorithm 
Seeding 

Description

Vendor supplied output 
testing 
Test Laboratory generated 
output from vendor supplied 
source 

Details 

Not Applicable 

1,906 

1,906 

Source files were compiled by iTech Labs.
Refer to Section 2.3 Critical Components of RNG. 

3b4b109abe3ad5b15a6bd42922754adf75a6b323 

3b4b109abe3ad5b15a6bd42922754adf75a6b323 

o

Game/Texas/Entities/Deck.js

Game/Omaha/Entities/Deck.js

Game/Texas/Entities/Deck.js 

Game/Omaha/Entities/Deck.js 
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4. 

4. 

5. 

3. 

2. 

No

3. 

No

1. 

Other 

Statistical tests 

Description

Source code review 

Theoretical basis of
algorithm and supporting
crypto-analysis evidence 

Research conducted about
RNG algorithm/ hardware 

Library-based implementation 

Test Performed

Review of RNG documentation 

2.5 Limitation of use of RNG 

No 
1. 
2. 

Description 
Acceptable degrees of freedom (DOF) permitted 
Dependency on operating system functionality 

https://www.schneier.com/cryptography/paperfiles/fortuna.pdf
https://en.wikipedia.org/wiki/Fortuna_%28PRNG%29 

Test Methodology

Review of RNG documentation was conducted to understand the 
implementation of RNG in the gaming system. 

Research conducted about the RNG algorithm to ensure there is
no publicly known weakness or vulnerabilities associated with the
RNG under evaluation. 

3.1 Tests methodology

The testing methodologies listed below were used to ensure the RNG complies with the relevant jurisdictional technical 
requirements and the scope of work. 

Comply 

Result

Comply 

The statistical tests undertaken by iTech Labs are: 
a) Diehard tests 
b) Chi-square tests 

Literature is readily available, describing the theoretical basis of the algorithm (refer 
to Section 2.2) 

Fortuna is an algorithm devised by Bruce Schneier and Niels Ferguson and published
in the book Practical Cryptography in 2003. It is classified as a Cryptographically
Secure Pseudo Random Number Generator (CSPRNG), and is considered to possess
adequate security to be used in Cryptographic applications. 

Details

The source code review verified that the implementation of the RNG is in accordance 
with the technical requirements. This includes, but is not limited to: 
a) Identification of algorithm; 
b) Security of internal state, seeding and re-seeding, thread safety; 
c) Shuffling for card games. 

Details 
Acceptable DOF’s are listed in Section 3.1 Item 5 (below). 
None
The RNG uses the library “javascript-fortuna” from the nodejs npm 
repository “https://www.npmjs.com/package/javascript-fortuna”. 
Hence this RNG certification is restricted to nodejs npm repository 
version 1.0.10. 

None 

The Fortuna algorithm consists of a DRBG (Deterministic Random Bit Generator)
which uses a 128 bit state vector (typically a counter) that is encrypted using a block
cipher (Typically AES) using a 256 bit key. This results in a DRBG with a cycle period
of 2^128, but the Fortuna algorithm also reseeds the PRNG periodically by changing
the value of the encryption key using data accumulated from various entropy sources,
and this reseeding breaks the output cycle and results in a random output stream
with a cycle period which is indeterminate. 

3 Detailed test results 
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4. 

No

3. 

5. 

6. 

No 
RTS 7A 

RTS 7B 

Other issues 

Test Performed

Review of source code 

Statistical testing of raw
output of RNG. 

Statistical testing of scaled /
shuffled data 

3.2 Compliance to technical standards 

None

Requirement Description 
Random number generation and game results must be 
‘acceptably random’. Acceptably random here means that it 
is possible to demonstrate to a high degree of confidence 
that the output of the RNG, game, lottery and virtual event 
outcomes are random, through, for example, statistical 
analysis using generally accepted tests and methods of 
analysis. Adaptive behaviour (i.e. a compensated game) is 
not permitted. 

Where lotteries use the outcome of other events external
to the lottery, to determine the result of the lottery (for
example, using numbers from the National Lottery) the
outcome must be unpredictable and externally verifiable. 

As far as is reasonably possible, games and events must be 
implemented fairly and in accordance with the rules and 
prevailing payouts, where applicable, as they are described 
to the customer. 

Comply 

Results
Comply 

Chi-square tests were conducted for the following:

DOF for Single deck (without joker) 
Cards/deal: 52 

Suits: 156
Ranks: 624
Cards: 2652 

Test Methodology

Review of source code was conducted to verify that the 
implementation of the RNG is in accordance with the technical 
requirements. 

Marsaglia’s diehard tests were applied to 80 million bits of raw 32
bit random numbers generated by the algorithm. The following
diehard tests were conducted on 2 sets of 80 million bits; 

i. 
ii. 
iii. 
iv. 
v. 
vi. 
vii. 
viii. 
ix. 
x. 
xi. 
xii. 
xiii. 
xiv. 
xv. 
xvi. 

BIRTHDAY SPACINGS 
OVERLAPPING 5-PERMUTATIONS 
BINARY RANK TEST for 31x31 matrices 
BINARY RANK TEST for 32x32 matrices 
BINARY RANK TEST for 6x8 matrices 
BITSTREAM TESTS ON 20-BIT Words 
BITSTREAM TESTS OPSO, OQSO, DNA 
COUNT-THE-1's IN A STREAM OF BYTES 
COUNT-THE-1's IN SPECIFIC BYTES 
PARKING LOT TEST 
MINIMUM DISTANCE TEST 
THE 3DSPHERES TEST 
THE SQUEEZE TEST 
OVERLAPPING SUMS TEST 
RUNS TEST 
CRAPS TEST 

-

Result

Comply 

Note: The requirements that are
also influenced by game logic, 

Note: The requirements that are
also influenced by game logic,
must be covered by separate
game certification. 

Comments 
RNG complies for all requirements 
for the game types listed in 
Section 2.1 General Information, 
Item 3. 

RNG complies for all requirements
for the game types listed in
Section 2.1 General Information,
Item 3. 

Comply
Refer Section 
4.2 for results 

Comply
Refer Section 
4.1 for results. 
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No

1. 

2. 

N

Description

Conditions/Observations 

Certification 

Result Random sequence-1

Refer to attachment 
AceHigh1.txt 

Confidence Level for the tests is: 95%
Overall result: Pass 

Confidence Level for the tests is: 95%
Overall result: Pass 

Requirement Description 

Result Random sequence-2

Refer to attachment 
PokerHero.txt 80 million bits 

Sample size 

Results 

Certification Date: 27 Feb 2026 
Software Provider: PokerHero Limited 
Software Provider site URL: https://xn--2o2b17vu7gg9eb6e.com
Operator Name: PokerHero Limited 
Operator site URL: https://xn--2o2b17vu7gg9eb6e.com

Confidence
level 

95% 

Details
The RNG certification is restricted to Nodejs npm repository version 1.0.10. 

While it is not possible to test all possible scenarios in a laboratory environment, iTech Labs has conducted a level of
testing appropriate for a submission of this type. 
Accordingly, subject to the above comment, iTech Labs certifies that the items under test comply with the relevant 
Technical Standards, unless otherwise stated. 

Comments 
must be covered by separate 
game certification. 

Pass 

Result 

4.1 Testing results for raw output of RNG

The Diehard tests were performed on two random sequences. The columns ‘Result Random sequence-1’ and ‘Result Random 
sequence-2’ contain the filenames for the detailed results. These files are supplied as attachments with this Certification 
report. 

iTech Labs certifies that the Random Number Generator (RNG) as specified in Section
2.3 of this report and used by AceHigh Private Limited, complies with the UK Remote
Gambling and Software Technical Standards February 2021 and the Testing Strategy
for Compliance with Remote Gambling and Software Technical Standards February
2021. 

iTech Labs recommends that the Random Number Generator (RNG) specified in
Section 2.3 of this report be approved for deployment, subject to the conditions listed
in Section 5. Final declaration and conformity Item 1. 

4.2 Testing results for scaled/shuffled data

The Chi-square tests were performed with the results listed in Appendix A. The columns ‘Result Datafile1’ and ‘Result Datafile 
2’contain the filenames for the detailed results. These files are supplied with this Certification report. 

o

4 

5 

6 Conclusion 

Statistical test results 

Final declaration and conformity 
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Signatures:
Signed by: 

___________________
Geoff Nicoll Principal
Consultant iTech Labs
27 Feb. 2026 

Authorised by: 

_______________________
Kiren Sreekumar Principal
Consultant iTech Labs 
27 Feb. 2026 



 
* 
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Appendix A – Chi Square Testing Result (refer to Section 4.2) 

Card Games 

Game Type 

Single deck (without joker) 

DOF 

Cards/deal: 52 
Suits: 156
Ranks: 624 
Cards: 2652 

Result Datafile 1
(Refer attachments) 

results-1deck-20210705110243.xls 

Result Datafile2
(Refer attachments) 

results-1deck-20210705184857.xls 

S cale d
numbers

660000 95% 

C.L.^

Pass 

Result 

* Scaled numbers for each data file;  ^Confidence Level
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